CRYPTOAG

Remote Access Device

RAD-1100

The Remote Access Device RAD-1100 provides centralised remote access

fo your network security Crypto units. It simplifies the network configu-

ration management of your system and increases its operational avail-

ability. Your organisation works more efficiently and cost-effectively on

a secure, reliable basis.

Data network often cover widespread
areas in a couniry or even world-wide.
Local access to units might be difficult or
slow. Professional configuration and main-
tenance personnel might be situated at one
or more central locations. Remote access
to your equipment therefore becomes both
a necessity and a requirement to allow fast
and easy configuration. Your expense of
time and money will be reduced.

With high-security units these management
operations need to be highly secure and
protected against any unauthorised use.
Configuration of your encryption units is a
vital part of your secure network. The RAD-
1100 offers ciphered online access to all
your encryption units of Crypto AG.

A sophisticated registration process pro-
vides automatic addressing information of
all encryption units in the network.

Take advantage of the convenient man-
agement functions to monitor and maintain
the encryption units. Configuration of the
remote unit is done the same way as lo-
cally with the familiar browser-based user
interface.

Protection of your secure network man-
agement operations is as uncompromising
as that of your communication. The same
security mechanisms and algorithms are
used to encrypt the management data. No
sensitive information can be extracted in
any form.

Key features

B Centralised network configuration
management

B Secure remote access fo encryption
units

B Automatic registration of Crypto units

B Online access to maintenance opera-
tions

B Support for all IP VPN and Broadband

encryption units

B Hardware-based encryption with your
customer-defined algorithm
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Environmental data

Algorithm

= Customer-specific cipher algorithm
= Customer managed profiling of algorithm with
variety > 1050

Keys
= Customer-defined remote access key stored in

tamper-proof security module
= Remote access key with variety > 10°®

Key management

= Manual key input via user interface

= Offline with Security Data Carrier (SDC)

= Copy/backup of key and installation data
with Security Data Carrier

Access protection

= |dentity based access control

= Block function

= Emergency clear

= Tamper evidence

= Tamper defection & response

= Metal housing with mechanical lock
= Builtin security module

Use of the RAD-1100 (example)

Remote Access
Device IP VPN

Encryption

Ethernet Encryption 10G

User interfaces

= Keypad

= LCD Display

= Status LED
Management interfaces

= Home 100Base-TX/RJ45
= World 100Base-TX/RJ45
= Diagnostics interface RS-232/RJ45

Management

= local management via keypad and display

= local management via browser-based user
interface

= local and remote SW update

Maintenance

= Builtin test equipment (BITE)
= Diagnostics

Power supply

= Maximum power consumption < 6W

= AC input, 100...240VAC/50...60Hz
Mechanical

= Office desktop version
= 220 x 205 x 44 mm W/D/H
= 1.5kg

Reliability
= MTBF: 100°000 hrs

= Operating temperature: 0 °C...+50 °C
= Storage temperature: -25 °C...+70 °C
= Humidity: 5 %...95 %, non-condensing

EMC / Safety

= EN 55022 class B/EN 55024
= EN 60950

Quality system / Conformity

= |SO 9001:2000
= CE (European conformity)

Accessories

= Security Data Carrier SDC

User interface of the RAD-1100

Small Branch Office
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Managed Units
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