
SONET/SDH Encryption
HC-8546 STM-64

Today, synchronous optical SONET/SDH networks are used by service 

providers around the world for the large-scale integration of IT infra-

structures. Backbone networks need to provide vast bandwidths of up to 

10 Gbps and they have to cover large distances. Standardised protocols 

and parameters used for transmission on the bit transport layer enable 

application-neutral data transfer. High-speed networks are used for all 

sorts of critical communication services (data, voice and video). Such a 

vast range of services and applications makes it all the more important 

to ensure that the transported information is protected. With SONET/SDH 

Encryption HC-8546 STM-64 your valuable information is secured against 

any attacks by outsiders!

ric, customer-specifi c algorithms profi led 
by your Security Manager. This prevents 
attacks, both by cryptographic and me-
chanical means. The periodic change of 
the communication keys takes place auto-
matically without interrupting operations. 
Centralised offl ine and online security 
management offers easy setup and update 
of cryptographic parameters.

Key features

 Powerful 10 Gbps SONET/SDH
STM-64 Encryption

 Transparent for all applications and 
services

 100 % performance and security for 
fi bre connections

 Plug-and-play start-up

 Interchangeable optical transceivers

 Highly secure, hardware-based 
encryption with secret, customer-specifi c 
algorithm

 Scheduled key change without inter-
rupting operations

 Comfortable computer-based central 
Security Management Centre

The encryption unit enables you to use the 
full available transmission bandwidth of 
10 Gbps for point-to-point connections – 
while providing the highest degree of secu-
rity for all your information, irrespective of 
applications or services. Crypto AG offers 
you a completely transparent high-perform-
ance system with the product SONET/SDH 
Encryption HC-8546 STM-64. It provides 
unlimited encryption without loss of per-
formance, in full duplex operation. It deliv-
ers the reliable security platform for all ap-
plications using SONET/SDH high-speed 
infrastructures.
Thanks to interchangeable optical trans-
ceivers, you can confi gure it for all standard 
wavelengths, distances and fi bre types. In-
stallation is plug-and-play style by looping 
the units into the data cable. A complete 
set of management services supports easy 
set-up, maintenance and monitoring. Hot 
pluggable, redundant power supply units 
ensure the availability of the encryption 
unit at all times.
Encryption takes place in a separate 
tamper-proof security module with symmet-
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Cryptography & Security

Algorithm

	 Customer-specific cipher algorithm HCA-820
	 Customer managed profiling of algorithm with 	

	 variety > 10506

	 Mutual key agreement scheme for generation 	
	 of short-term communication keys 
	 Built-in high quality true random generator
	 Self synchronising cipher mode

Keys

	 Customer-defined master communication keys 	
	 stored in tamper-proof security module
	 Master communication keys and communica-	

	 tion keys with variety > 1038 
	 (128 bit, optionally 256 bit)

Key management

	 Manual key input via user interface
	 Copy/backup of keys and installation data 	

	 with Security Data Carriers (SDC)
	 Offline with SMC-1100 Broadband and SDC
	 Online with SMC-1100 Broadband
	 Online inter-unit management

Tamper-proof design

	 Identity based access control
	 Block function
	 Emergency clear
	 Tamper evidence
	 Tamper detection & response 

	 (reset to ex-factory state)
	 Metal housing with mechanical lock
	 Built-in security module

Encryption Modes

	 Line encryption
	 Path encryption

SONET/SDH Systems

Features

User interfaces

	 Keypad
	 LCD display
	 Status LEDs

Payload (local/link) interfaces

	 ITU-T G.691 SONET OC-192/SDH STM-64
	 9.953Gbps
	 Optical transceivers XFP with LC connector

	 MSA (Multi Source Agreement)

Management interfaces

	 Local management 100Base-TX/RJ45
	 Remote management 100Base-TX/RJ45
	 Alarm relay RJ45
	 Diagnostics interface RS-232/RJ45
	 Built-in smart card reader

Management

	 Security Management Centre (SMC-1100)
	 Inband and out-of-band management via IP
	 Local management via keypad and display
	 Local management via browser based user 	

	 interface
	 Remote management via ciphered browser

	 connection (RAD-1100)
	 Remote software update
	 Time server support (SNTP)
	 Network management system (NMS) integra-

	 tion support (SNMPv1/Standard MIB II)

Performance

	 Throughput 100% wire speed
	 Latency < 1µs

Maintenance

	 Built-in test equipment (BITE)
	 Transparent mode

Power supply units & cooling
	 Redundant hot pluggable PSU
	 AC input, 100…240VAC/50…60Hz
	 DC input 48VDC, +/- 25 %
	 Power consumption < 100W
	 Redundant cooling with 6 fans

Mechanical

	 19” rack mounting/2 units high
	 444 mm × 350 mm × 88 mm W/D/H
	 8.6 kg

Reliability

	 MTBF: 100’000 hrs

Environmental data

	 Operating temperature: 0 °C…+50 °C
	 Storage temperature: -25 °C…+70 °C
	 Humidity: 5 %...95 %, non-condensing

EMC / Safety

	 EN 55022 class B/EN 55024
	 EN 60950-1/EN 60825-1 

Quality system / Conformity

	 ISO 9001:2000
	 CE (European conformity)

Accessories
	 Security Management Centre 

	 SMC-1100 Broadband
	 Remote Access Device RAD-1100
	 Security Data Carriers SDCs
	 Optical transceivers XFP for various distances

	 and wavelengths
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